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We are in the age of Cyber warfare

First seek to understand
The threat to you

The risks to you

Your options

Your best solution
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Most commonly reported types of economic crime

Five types of frauds are consistently reported — asset misappropriation, procurement fraud,
bribery and corruption, cybercrime and accounting fraud.

Asset Procurement Bribery & Cybercrime Accounting
misappropriation fraud corruption fraud

00002

69% 29% 27% 24% 22%

eplsodic crime systemic crime: erodes the integrity of employees

[Source: PWC global economic crime surve y, 2014] j
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Aim: Prepare for battle

e The threat from organised cyber
attackers and the thief

e  What you must do: Your cyber

essentials are the minimum
e Getting the technology that’s right for « CYBE R__
your business ESSENTIALS

e Beware the threat from within

e Battle plans - Become a Bletchley Park
code writer (and a code breaker)
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About me

e Bornin the USSR

e CEO & Founder of Today
Translations, Today Advisory and
Today Academy.

e 15t Lithuanian Freeman and
Liveryman of London

e |T Nerd

e Tweed Fanatic esp. Dandy
symmetrical designs

e A Realist

I the world’s finest linguists

© Today Translations Ltd, 17 June 2014




Today Translations,
Today Advisory and Today Academy

Trusted global communication

e High-end, fully project
managed QCS+

e |SO9001 quality assured

e |SO27001 data security
assured

e AAA - Available, Affable, Able :
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Cyber warfare?

what’s all the fuss about it?
Cybercrime costs UK businesses

£21bn + Fraud £21bn = £42bn

COSTTO
BUSINESSES

1 - Income £1-£100,000 i
|| E11ma- Income £100,001-1500,000 Unk
. || E1ima-Income £500,001-£5 miion

billion || - income cver £5 i

@ Charity sectar Other | Mixed @ Charity Sector
| £30 10 @ J. e

millien ! liine

Edenn - Incoens £0-§100,000
ESemn - Incoens £100,001-£500,000
29mn- 500, K015 milkos
£98mn - Incomne over £5 milion

= L£1.3bn per annum from direct online theft

w »or an rvices

Individuals -
-,

£2.7me - Pro payment matar sams | 2 £
£3,5bm - Masz marketing fraud
3. 36m - Iertity fraued ] unknown
Sk - Clineticket fmad
it progeeety Tt

1A

of IP of those b II

10 exploit nion

= £7.6bn por annum from Industrial esplonage
{Imvolving the Theft ana on of Non

IPeelated aata)

Public Sector

largie share price

Private sector

£15.5

billion

Public Sector

£702

million

e - Seviall Exstinass

. - Canral Govarmmant 1. 16 - Srmll busimess
EA5Smn - Cantral Govemmarnt 1.4 -

[SOUrCe: Cablnet Offlce and Detlca SUrVey, 2011] [40mn - Tax system 144 5men - Firancial & msusance activibes £1 ax i nancial & insurance activities

y . . . [Source: NFA Annual Fraud Indicator, 2013]
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No one Is Immune

939{ of large organisations had a security
o breach last year
of small businesses had a security
. 87% breach in the last year (up from 76% S M E S
arge Firms
Small businesses used not to be a target, but are now also
Affected companies experienced roughly 50% more breaches reporting increasing attacks.

of large organisations werea_ttacked on average than a year ago.

78% by an unauthorised outsider in the last of small businesses were attacked by

year (up from 73% a year ago) 63% an unauthorised outsider in the last

year (up from 41% a year ago)

of large organisations were hit by
39% denial-of-service attacks in the last year
{up from 30% a year ago)

of large organisations detected that
zoty outsiders had successfully penetrated
O their network in the last year (up from
15% a year ago)
of large organisations know that

of small businesses were hit by
23% denial-of-service attacks in the last year
(up from 15% a year ago)

of small businesses detected that
1 50/ outsiders had successfully penetrated
° their network in the last year

iders h. olen their intellectual
14% gxsp::v an::n?'fdeential ?iatn in the last (up from 7% a year ago)
year (up from 12% a year ago) of small businesses know that outsiders
9¢y have stolen their intellectual property
o or confidential data in the last year
(up from 4% a year ago)

[Source: BIS Information Security Breaches
Survey, 2013]




The cost of a security breach

. isthe average cost to a large
E450k organisation of its worst security

EBBOI( breach of the year

_  isthe average cost to a small
E35k business of its worst security
£6 5]( breach of the year

In total, the cost to UK plc of secunty breaches is of the order

of billions of pounds per annum - it's roughly tripled over the last
YEar.

[Source: BIS Information Security Breaches
Survey, 2013]

.
0
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489%

Nearly half of our
respondents reported
the risk of cybercrime
had increased, a 23%
increase from 2011.

i

pwec

[Source: PWC Fraud Survey, 2014]
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Who's to blame

of the worst security breaches in the

36?/ year were caused by inadvertent
O human error (and a further 10% by
deliberate misuse of systems by staff)

of small businesses suffered staff-
57%  related security breaches in the last
year (up from 45% a year ago)

of small businesses know their staff
17%  broke data protection regulations in
the last year (up from 11% a year ago)

[Source: BIS Information Security Breaches
Survey, 2013]
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Sorry.

Security, Compliance
and
Risk
18 not
my respongibility
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Children of the Cold War

Organised crime

State sponsored
cybercrimes

The Cyber vultures
Rogue staff
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The crime threat to the EU

e 3,600 OCGs active in EU
 New groups exploiting economic crisis and the internet
e Cybercrime -
 Fraud, Bribery, Corruption |
 Fake passports

(Source: EU Serious and Organised Crime Threat Assessment, 2013)

I the world’s finest linguists

© Today Translations Ltd, 17 June 2014



Of the 600 major investigations currently being pursued by
Europol, half have links to Britain. That would mean around

1,500 gangs are currently targeting the UK, making it in line to
become the crime capital of Europe.

Royal United Services Institute analysis, 19 March 2013
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They will find your weakness and try to destroy you

“Coge ¥ a2 UBS

®

Ministry
of Defence
* Sony Playstation hacked 100m users e Kweku Adoboli, 32
2011. £250k fine e City trader, UBS
e Google China 2009, gmail accounts of e Reckless trades lost £1.4bn
activists  Encouraged to take risks
* Heartbleed bug hidden for 2 years e Bankrules bypassed

e He admitted via email 14 Sept 2011
e 7 years prison, Nov 2012

I the world's finest |iﬂgUiSTS e UBS fined £29.7m by FSA, Nov 2012
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Manage Your Maginot Line

Patches and firewalls - & i
Pen testing

ndependent audit S TR
Paper and pen drives have feet

‘ CYBER ‘m ¢ ‘
ESSENTIALS HM Government l #

CREST
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Common Cold War Remedies

e There’s more than one way to
steal your IP secrets

e 3rd Parties and cross-border
supply chains

e Risk of vital details being lost in
translation

 Honey traps, bribes and threats
are still effective

b
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Beyond Cyber essentials:
The James Bond 1SO27001 Briefcase

_g”

@

e 133 Security controls
e Vetting those who access your data
e Use CCTV and alarms
 Protect your data in transit
e Tracking a remote wipe

On the Road with our Security o207 397 2770
Guardian 180 Accredied Transies

284, CITY LONDON

POLICE
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“flosepsatime, Ho nposepsAlume”,
“Sir, he said, trust but check”
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Big Data Enigma Machines:
Your 2 Minute Warning

e Permits access
e Allows freedom
* Monitors

e Detects

resery w0y
B I e fe call st and Vernfy' ect
Reduced ncrease
User constraints o 5 Trust and Productivity
o
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QCS+ Workflow Designed for the
Frontline by the Frontline

If you can’t flnd a solutlon make one

Quality Control Systems IP

i g N - . .
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QCS+ workflow, security and the
paperless office

v Permit access Q + “' ,
v Allow freedom | Quaw(&ims Z*

v Monitor
. v 15O Quality
Detect v 1O Security
v Respond v" Independent audit and

certification
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The Mission: Summary

e Understand the threat

e Apply Cyber essentials

 Think systems and people security
e Report security incidents

e |S027001 is the standard

e Government grants to help SME’s
get 1SO27001
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Beware: Cyber War Profiteers

TRAN

SEER: Ve £ i '
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Remember:
Know your ‘cyber’ terrorist enemy

“Today we were unlucky, but remember we
only have to be lucky once — you will have to be
lucky always!”

The Provisional IRA
12t October 1984
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